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ABSTRACT 



An adaptive forward error correction (FEC) protocol for use 
in an asynchronous transfer mode (ATM) communication 
network is provided. Whether a feasibility condition is met 
indicating that FEC can compensate for an expected number 
of burst errors in a FEC encoded payload is determined. 
Subsequently, FEC encoding is performed on protocol data 
units (PDUs) within a payload to form the FEC encoded 
payload only when the feasibility condition is met. Adaptive 
FEC sending and receiving units which effectuate the adap- 
tive FEC protocol are provided. In addition, an alternative 
adaptive FEC protocol is provided which determines a 
feasibility condition based on whether a PDU loss probabil- 
ity between connection service application points for a 
payload is greater man an effective PDU loss probability for 
the payload with associated FEC PDUs at a given load on 
the communication network. Also, a method for determining 
an overhead parameter for adaptive FEC in a communica- 
tion network is provided. 

46 Claims, 6 Drawing Sheets 
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ADAPTIVE FORWARD ERROR cell contains user data, signaling data, or maintenance 

CORRECTION SYSTEM AND METHOD information. The Cell Loss Priority (CLP) bit indicates the 

relative priority of the celL Lower priority cells are dis- 
carded before priority cells during congested intervals. 
FIELD OF THE INVENTION 5 Because of its critical nature, the cell includes a Header 

The present invention relates to adaptive forward error Enro_Check(HgC) which detects and corrects errors in the 
correction and more particularly to its use in an asynchro- hcadcr " 71x5 W 1 ™* fa P 35 ** mc network 

nous transfer mode communication network. ^ ^ D ° t dlcckiB « cr CQirectioiL ^™ 00 

higher layer protocols to perform error checking and cor- 

BACKGROUND OF THE INVENTION 10 ration on the payload. The fixed cell size simplifies the 

_ , t iinplementatioa of ATM switches and multiplexers while 

Asynchronous Transfer Mode (ATM) is a cell-based providing very high speeds, 

switching and multiplexing technology designed to be a When using ATM, longer packets cannot delay shorter 

general-purpose, connection-oriented transfer mode for a packets as in other switched implementations because long 

wide rangeof services. ATM is also being used on local area 15 packets are chopped up into many cells. This enables ATM 

networks (LANs) and private networks. to Constant Bit Rale (CBR) traffic such as voice and 

ATM handles both connection-oriented traffic and coo- video in conjunction with Variable Bit-Rate (VBR) data 

nectionless traffic through the use of adaptation layers. ATM traffic, potentially having very long packets within the same 

virtual connections may operate at either a Constant Bit Rate network. 

(CBR) or a Variable Bit Rate (VBR). Each ATM cell sent 20 Three major concepts in ATM are: the transmission path, 

into the network contains addressing information that estab- the Virtual Path (VP), and optionally, the Virtual Circuit 

lishes a virtual connection from origination to destination. (VQ. These form the basic building blocks of ATM. 

All cells are then transferred, in sequence, over this virtual These concepts may be analogized in relation to vehicle 

connection. ATM provides either Permanent or Switched traffic patterns. These analogies are not intended to be exact, 

Virtual Circuits (FVCs or SVCs). ATM is asynchronous 05 but are merely put forth for illustrative purposes. Think of 

because the transmitted cells need not be periodic as time cells as vehicles, transmission paths as roads, virtual paths as 

slots of data are in Synchronous Transfer Mode (STM). a set of directions, and virtual circuits as a lane discipline on 

ATM offers the potential to standardize on one network the route defined by the virtual path, 

architecture defining the multiplexing and switching Three transmission paths form the set of roads between 

method, with Synchronous Optical Network/STM (SONET/ 30 three cities: Dallas, Fort Worth, and Houston. There are 

STM) providing the basis for the physical transmission many interstates, highways, and back roads between the two 

standard for very high-speed rates. ATM also supports cities which create many possibilities for different routes, 

multiple Quality of Service (QoS) classes for differing but the primary routes, or virtual paths, are the interstate 

application requirements on delay and loss performance. (VP1) from Dallas to Houston, the highway from Dallas to 

Thus, the vision of ATM is that an entire network can be 33 Fart Worth (VP2), and a back road (VPS) from Fort Worth 

constructed using ATM and ATM Application Layers to Houston. Thus, a car (cell) can travel from Dallas to 

(AALs) switching and multiplexing principles to support a Houston either over the highway to Fort Worth and then the 

wide range of all services, such as: " back road to Houston, or take the direct interstate. Igf the car 

Voice chooses the interstate (VPI), it has the choice of three lanes: 

Packet data (Switched MultiMeg.bit Data Service 40 %J^"J!!*^T^^ W ^ ^ ^ 
r c Mn< n TnL^w.,, iwjvJj rjwy, i>. 1w (VC2), or the truck lane (VC3). These three lanes have speed 

(SMDS), Internetworking Protocol (IP), Frame Relay ^ whkh ^ ^ mmjd amouDts ofdelayio 

ing the destination. 

Id mis example, the interstate carries high-speed traffic: 
Inaaging 45 tractor trailers, buses, tourists, and business commuters. The 

Circuit emulation highway can carry car and truck traffic, but at a lower speed 

ATM provides bandwic^on-demand through the use of The back roads carry locals and traffic avoiding backups on 
SVCs, and also support LAN-like access to available band- the interstate (spillover traffic), but at an even slower speed, 
width. It should be noted that this example of automotive traffic 

The primary unit in ATM is the celL ATM standards so (cells) has many opportunities for missequencing. Vehicles 
defined a fixed-size cell with a length of 53 octets (or bytes) may decide to pass each other, there can be detours, and road 
comprised of a 5-octet header and a 48-octet payload The hazards (like stalled cars) may cause some vehicles (cells) to 
bits in the cells are transmitted over the transmission path in arrive out of sequence or vary in their delay. This is evident 
a continuous stream Cells are mapped into a physical in normal transportation when a person always seems to 
transmission path, such as the North American Digital 55 leave on time, but traffic causes some sort of delay. Auto- 
Signal Level 1 (DS1), DS3, or SONET, International Tele- motive traffic must employ an Qrwellian discipline where 
communications Union — Telecommunications standardiza- everyone follows the traffic routes exactly (unlike any real 
toon sector (ITU-T) STM standards; and various other local traffic) in order for the analogy to apply, 
fiber and electrical transmission payioads. The routes also have different quality, including: least 

All information is switched and multiplexed in an ATM 60 driving, (routing) time, most scenic route, least cost (avoids 
network in these fixed-length cells. The cell header identifies most toll roads), and avoid known busy hours. The same 
the destination, cell type, and priority. Fields of the cell principles apply to ATM. Each of the road types (VPs) and 
header include: the Virtual Path Identifier (VPT) and Virtual lanes (VCs) can be given a route choice. A commuter from 
Circuit Identifier (VQ) which hold local significance only, Dallas to Houston in a hurry would first choose the VPI, the 
and identify the destination. The Generic Flow Control 65 interstate. A sightseer would choose the highway to Fort 
(GFC) field allows a multiplexer to control the rate of an Worm (VP2) to see the old cow town, and then the back road 
ATM terrmnal The Payload Type (FT) indicates whether th e to Houston (VP3) to take in Waco on the way. When 
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commuters enter the interstate toward Houston, they imme- described in The Basics Book of OSIand Network Me- 
diately enter the HOV lane (VC1) and speed toward their agemenT by Motorola Codex from Addisoo- Wesley Pub- 
iestu^on. lishing Company, Inc., 1993 (First Printing September 

A railroad (VC5) may be added to this analogy which runs 1992). 
from Dallas to Houston along the same interstate route 5 Each layer of the OSI model performs a specific data 
(VPiy. Assuming no stops between Dallas and Houston, the cfimmnnirarioos task, a service to and for the layer that 
railroad maintains the same speed from start to finish, with precedes it (e.g., the network layer provides a service for the 
one railroad train running after another according to a fixed transport layer). The process can be likened to placing a 
schedule. This is like the CTM or Tune Division Multiplex- letter in a series of envelopes before it's sent through the 
ing (TDM). Imagine there arc passengers and cargo going 10 postal system. Each succeeding envelope adds another layer 
between Dallas and Houston, each having to catch schecV of processing or overhead iiiformation necessary to process 
uled trains. The arriving passengers and cargo shipments the transaction. Together, all the envelopes help make sure 
originating at Dallas must wait for the next train. Trains the letter gets to the right address and that the message 
travel regardless of whether there is any passenger or cargo received is identical to the message sent Once the entire 
present. If there are too many passengers or cargo for the 15 package is received at its deatiiuricjn, the envelope i arc 
train' s capacity, the exces s must wait for the next train. opened one by one until the letter itself emerges exactly as 

By studying this analogy, it may observed that the private written, 
vehicles (and their passengers) traveling over VC1, VC2, or In a data commnmcation transaction, however, each end 
VC3 have much more flexibility (AIM) than trains (STM) user is unaware of the envelopes, which perform their 
in handling the spontaneous needs of traveL The trains are » functions tranaparently. Each tin* that user afljfo^n cto 
efficient only when the demand is accurately scheduled and passes downward from one layer to the next layer in the 
very directed, such as during the rush hour between suburbs same system more processing information is added. When 
and me inner city. that information is removed and processed by the peer layer 

Bshoiildbenotxdthaitbep^ in the other system, it causes various tasks (error correction, 

can vary throughout the day, as can priorities between VPs 25 flow control, etc) to be performed, 
in ATM An additional VC can be confiprred oo a moment's The ISO has specifically defined all seven layers, which 
notice and assigned a higher priority, as in the case of an aresarimiarizedbelcwfrmeo 
ambulance attempting to travel down the median during a flow as they leave the source: 

traffic jam to get to the scene of an accident Layer 7, the application layer, provides for a u^appb- 

Tuming now to ATM transmission terms, a physical 30 cation (such as getting money from an automatic bank: teller 
transrmsaonpath contains cme more vhtiial r»ms (VPs), machine) to interface with the OSI appHcatkn layer. That 
while each virtual path contains one or more virtual circuits OSI application layer has a corresponding peer layer in the 
(VCs). Thus, multiple virtual circuits can be trunked on a other open system, the bank's host computer, 
single virtual path. Switching can be perfc* Layer 6, the presentation layer, makes sure the user 

transmission path, virtual path, or virtual circuit (Le., 35 information (a request for $50 in cash to be debited from 
channel) leveL your checking account) is in a format (Le., syntax or 

This capability to switch down to a virtual circuit level is sequence of ones and zeros) the destination open system can 
similar to the operation of a Private or Public Branch understand. 

exchange (PBX) or telephone switch in the telephone world. Layer 5, the session layer, provides synchronization con- 
In the FBXtewitch, each channel withm a tnink group (path) 40 trol of data between the open systems (ix., makes sure the 
can be switched Devices which perform VC connections are bit configurations that pass through layer 5 at the source are 
conuncailycauledVC switches the same as those that pass through layer 5 at the 

telephone switches. Transmission networks use a cross- destination). 

connect which is basically a space division switch, or Layer 4, the transport layer, ensures that an end-to-end 
effectively an dectronic patch panel. ATM devices which 45 connection has been established between the two open 
connect VPs are commonly often called VP cros s^connects systems and is often reliable (Le., layer 4 at the testination 
by analogy with the transmission network. "confirms the request for a coiiiuxdoa,* so to speak, that it 

At the AIM layer, users are provided a choice of either a has received from layer 4 at the soiree). 
VPC ot a VCC denned as follows: Layer 3, the network layer, provides routing and relaying 

Virtual Path Connections (VPCs) are switched based upon 50 of data through the network (amoinx c^er things, at layer 3 
me Virtual Path Iocntifier (VTI) value only. The users of the on the outbound side an "address" gets slapped on the 
VPC may assign the VCCs within that VTI transparently -envelope w which is then read by layer 3 at the destination), 
since they follow me sarne route. Lay« % the data link layer, includes flow control of d^ 

Virtual Circuit Connections (VCCs) are switched upon as messages pass down through this layer m one open 
the combiried VPI and Virtual Circuit Identifier (Vd) value. 55 system and up through the peer layer in the other open 

Both VPIs and VQs are used to route cells through the system, 
network, ft should be noted that VPI and Vd values must Layer 1, the physical interface layer, includes the ways in 
be unique on a specific transmission path (TP). Thus, each which data communications equipment is connected 
TP between two network devices (such as ATM switches) medianically and electrically, and the means by which the 
uses VPIs and Vds independently. 60 data move across those physical connections from layer 1 at 

As will be appreciated by those akukd in the art, com- the source to layer 1 at the destination, 
mimkation networks (eg.. ATM) and their operations can be These same layering principals have been applied toATM 
described according to the Open Systems toterconnection communication networks. FIG. 1 shows four Btoadband- 
(OSD model which includes seven layers including an Integrated Services Digital Netwodc/Asynchronous Transfer 
application, presentotion, session, transport, network, link, 65 Mode (B-BDN/ATM) layers along with the subUyersUuc- 
and physical layer. The OSI model was cfcvdoped by the tare of the ATM Adaptation Layer (AAL) and PHYsical 
International Organization for Starxtardizatioo (ISO) and is (PHY) layer. Starting from the bottom, the Physical layer 
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has two sublayers: Transmission Convergence (TC) and 
Physical Medium (PM> The PM sublayer interfaces with the 
actual physical medium and passes the recovered bit stream 
to me TC sublayer. The TC sublayer extracts and inserts 
ATM cells within the Flesiochronous or Synchronous (PDH 
or SDH) Time Division Multiplexed (TDM) frame and 
passes these to and from the ATM layer, respectively. Hie 
ATM layer performs multiplexing, switching, and control 
actions based upon information in the ATM cell header and 
passes cells to, and accepts cells from, the ATM Adaptation 
Layer (AAL). The AAL has two sublayers: Segmentation 
And Reassembly (SAR) and Convergence Sublayer (CS). 
The CS is further broken down into Common Fait (CP) and 
Service-Specific (SS) components. The AAL passes Proto- 
col Data Units (PDUs) to and accepts PDUs from higher 
layers. PDUs may be of variable length, or may be of fixed 
length different from the ATM cell length. 

The Physical layer corresponds to layer 1 in the OS1 
model The ATM layer and AAL correspond to pacts of OSI 
layer 2, but the address field of the ATM cell header has a 
network-wide connotation that is like OSI layer 3. The 20 
B4SDN and ATM protocols and interfaces make extensive 
use of the OSI concepts of layering and sublayer. FIG. 2 
illustrates me mapping of the B-KDN layers to the OSI 
layers and the sublayers of the PHY, ATM, and ATM 
Adaptation layers. 2S 

The PHY Layer provides for transmission of ATM cells 
over a physical medium that connects two ATM devices. The 
PHY Layer is divided into two sublayers: the Physical 
Medium Dependent (PMD) sublayer and the Transmission 
Convergence (TC) sublayer The PMD sublayer provides for 30 
the actual transmission of the bits in the ATM cedb over the 
physical medium. The TC sublayer converts between the bit 
stream clocked to the physical medium and ATM cells of the 
AAL. On transmit TC basically maps the cells into the Time 
Division Multiplexing (TDM) frame format. On reception, it 
roust delineate the individual cells in the received hit stream, 
either from the TDM frame directly, or via the Header Error 
Check (HEQ in the ATM cell header. Generating the HEC 
on transmit and using it to correct and detect errors on 
receive are also important TC functions. Another important 40 
function that TC performs is cell rate decoupling by sending 
idle cells when the ATM layer has not provided a cdL This 
is a critical function that allows the ATM layer to operate 
with a wide range of different speed physical Interfaces. 

The following describes the Asynchronous Transfer Mode 
(ATM) Layer. A key concept is the construction of ATM 
Virtual Paths (VPs) and Virtual Circuits (VCs). The physical 
layer is composed of three levels: regenerator section, digital 
section, and transmission path- At the ATM layer, the trans- 
mission path is the main area of focus because this is 
essentially the TDM payload that connects ATM devices, 
Generically, an ATM device may be either an endpoint or a 
connecting point for a VP or VC. A Virtual Path Connection 
(VPQ or a Virtual circuit Connection (VCQ exists only 



Virtual Paths (VPs) define an aggregate bundle of VCs 
between VP endpoints, A Virtual Path Identifier (VPI) in the 
cell header identifies a bundle of one or more VCs. A VP link 
provides unidirectional transfer of cells with the same VPI 
5 between VP endpoints or connecting points. Switching at a 
VP connecting point is done based upon th e VPL A VP link 
is denned as a VP between a VP conn ecting point and either 
a VP endpoint or another VP connecting point 
The ATM layer requires that cell sequence integrity be 
10 preserved. This means that cells are delivered to intermedi- 
ate connecting points and the destination endpoint in the 
same order in which they were transmitted. 

Several key functions are performed by each sublayer of 
the ATM layer. The ATM Layer provides many functions, 
IS mduding: 

Cell Construction 

Cell Reception and Header Validation - 
Cell Relaying, Forwarding, and Copying Using the VPI/ 

va 

Cell Multiplexing and Demulbplexing Using the VPI/ 

va 

Cell Payload Type Discrimination 
Interpretation of pre-defined Reserved Header Values 
Cell Loss Priority Processing 
Support for Multiple QoS Classes 
Usage Parameter Control (UPC) 
Explicit Forward Congestion Indication (EFQ) 
Generic Flow Control 
Connection Assignment and Removal 
The attributes of the AAL service class are the timing 
relationships required between the source and destination, 
whether the citrate is constant or variable, and whether the 
connection mode is cocnectioD-caientcd or connectionless. 
The four AAL service classes are as follows: , 

Class A— constant bit-rate (CBR) service with end-to-end 

timing, connection-oriented 
Class B — variable bit-rate (VBR) service with end-to-end 

timing, connection-oriented 
Class C — variable bit-rate (VBR) service with no timing 

required, connection-oriented 
Class D — variable bit-rate (VBR) service with no tuning 

required, connectionless 
AAL1 through AAL4 were initially defined to directly 
map to the AAL service classes A through D. AAL5 was 
conceived by the computer industry in response to perceived 
complexity and implementation difficulties in the AAL3/4. 
50 Initially, AAL5 was named the Simple Efficient Adaptation 
layer (SEAL). 

AAL1 specifies how TDM-type circuits can be emulated 
over an ATM network. AAL1 supports circuit emulation in 



35 



45 



one of two modes: die Synchronous Residual Time Stamp 
between enc^oints. A VP link or a VC link can exist between 55 (SRTS) or Structured Data Transfer (SET) method. The 
an endpoint and a connecting point or between connecting SETS method supports transfer of a DS1 or DS3 digital 
points. AVPCor VCC is an ordered list of VP or VC links, stream, including timing. SDT supports an octet-structured 
respectively, that define a unidirectional flow of ATM cells nxDSO service. 

from one user to one or more other users. AAL2 specifies ATM transport of connection-oriented 

The Virtual Circuit Identifier (VCI) in the cell header 60 circuit and VBR high bit-rate packetized audio and video, 
identifies a single VC on a particular Virtual Path (VP). AAL2 may become a key protocol in future ATM imple- 
Switching at a VC connecting point is done based upon the mentations requiring support for variable bit-rate audio and 
combination of virtual path and VCL A VC link is defined video. The second Motion Picture Experts Groups (MPEG) 
as a unidirectional flow of ATM cells with the same VQ video encoding standard, called MPEG2, can be operated at 
between a VC connecting point and either a VC endpoint or 65 a variable bit rate. 

another VC connecting point A VC endpoint also is called AAL3 and AAJL4 are combined into a single Common 
an ATM Service Access Point (SAP). Part (CP) AAL3/4 in support of Variable Bit Rate (VBR) 
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traffic, both camectiawriented or connectionless. Support switches have shown that when bursts of traffic occurred 
for connectionless services is provided at the Service Spe- causing congestion at the switch, many switches would drop 
dfic Convergence Sublayer (SSCS) level. ceils making them unpredictable and unreliable for data 
The CPCS-PDU for AAL3/4 contains the header which communications. Unfortunately, this undermines the prom- 
has three components. The 1 -octet Common Part Indicator 5 ise of ATM to be the solution for both telephony traffic, with 
(CPI) indicates the number of counting units (bits cr octets) relatively constant bit rate data sources, and data 
for the Buffer Allocation Size (BASize) field. The sender communications, with variable rate and burst traffic 
inserts the same value for the 2-octct Beginning Tag (BTng) Because ATM uses statistical multiplexing of small fixed 
and the Ending Tag (Flag) so that the receiver can match ^ p tiS ^ tUt ft ^ expected it would be efficiem m sharing 
them as an additional error check. The 2-octet BASize JQ a link . j 1^^^ between multiple virtual circuits (VCs) 
indicates to the receiver how much buffer space shouldbe that could transport both constant and variable bit rate traffic, 
reserved to reassemble the CPCS-PDU. A variable4ength ^ fl ^^^j ^ ^ assc<da ted conges- 
PAD neldcf^etwecn 0 and 3 octets ^mser^in order to ™™ this inixed traffic is non trivial While some 
xna^theOT^^ ^siThas occurred on using a rate based flow control, 

receiver for the CPCS-PDU to be considered valid. The segments of the ATM community reflects the basic mis- 

length field encodes the length of the CPCS-PDU field so match between ATM and applications requiring ATM s 

that the pad portion may be taken out before delivering the 20 switched bandwidth. Aside frcm vioeo on deir^d oiat may 

payload to thVcPCS user. require higb-bandwidtt switching systems, most of today s 

The SAR-PDU has a 2-octet header and trailer The applications in data commuta tio ns are delay sensitive, not 

header contains three fields. The 2-bit Segment Type (ST) in the sense of maintainin g isochronous delivery of packets 

field indicates whether the SAR-PDU is a Beginning Of or frames but in absolute latency, and intolerant to any loss 

Message (BOM), a Continuation Of message (COM), an 25 in data unlike video delivery. Thus, running local area 

End of Message (EOM), or a Single Segment Message network (LAN) or desktop applications on ATM networks 

(SSM). The 2-bit Sequence Number (SN) is incremented by requires ensuring mat the delay and correctness of the data 

the sender and checked by the receiver. The numbering and can be guaranteed. Unlike traditional mintimedia applica- 

checJdng begins when an ST of BOM is received. The 10-bit tions that benefit from the multiplexing capability of ATM 

Multiplex Identification (MID) field allows up to 1024 30 and are not deleteriousry affected by occasional cell loss, 

different CFCS-FDUs to be multiplexed over a single ATM these comr*iting applications are best served if they are not 

VCC. This is a key function of AAL3/4 since it allows disturbed by the presence of other traffic within the switch 

multiple logical connections to be multiplexed over a single or switches. 

VCC The MID is assigned for a BOM or SSM segment We turn now to an examination of the impact of cell loss 

type. The trailer has two fields. The 6-bit Length Indicator 35 on error control, reliability and delay. 

(Li) specifies how many of the octets in the SAR-PDU Error control in data c omimtniraria as is aggravated in 

contain CPCS-PDU data. LI has a value of 44 in BOM and ATM. One of the first areas of impact is reliability. Unlike 

COM segments* and may take on a value less than this in other networks such as High Performance Parallel Interface 

EOM and SSM segments. (ffiPW) or Fibre Channel, congestion conditions occurring 

The Common Part (CP) AAL5 supports Variable Bit Rate 40 in AIM are a severe source of error, because of the sharing 

(VBR) traffic, both connection-oriented or connectionless. of link bandwidth between different connections 

Support for conriectionless or connection-oriented service is (appficationsX When multiple applications^ whose packet 

provided at the Service Specific Convergence Sublayer traffic patterns are not totally r*edictable (in terms of a rate 

(SSCS) leveL measure), share an ATM switch, cell loss is not avoidable. 

The payload may be any integer number of octets in the 45 Current ATM switch designs indicate that me cell loss of the 

range of 1 to 2 16 -1 (65,535> The Padding field is of a switch is far more significant than the normal bit error rate 

variable length chosen such that the entire CPCS-PDU is an (BER) of the media. Rate based control alone will not 

multiple of 4fi so that it can be directly segmented into eliminate the ceil loss that will lead to unreliable data 

cell payloads. The User-to-User (UU) information is con- transmission. Unfortunately, large frame transfers common 

veyed between AAL users transparently. The only current » in distributed computing, will suffer more. With a not 

function of the Common Part mdlcator (CPI) is to aligi the unusual KT* cell loss probability, a 64 kilobyte (KB) data 

trailer to a 64-bit boundary, with other functions for further file transfer has a 11% prtfcability of erroneous transfer 

study The length field identifies the length of the CPCS- While the industry has an unwritten guideline thata switch 

PwVayloadsothatthePADcanbererr^ be rated so as to provide a cental 

are allocated to the length field, the maximum payload 55 burst traffic conditions the loss probability can easily exceed 

length is 2 16 - 1=65 ,535 octets. The CRC-32 detects errors in that by orders of magnitude. 

me CPCS-PDU. To effect error control in the case of cell loss, retransmis- 

The AAL5 SAR-PDU is simply 4% octets from me sion is required. However, the possibility of repeated 

CPCS-PDU. The only overhead the SAR sublayer makes retransmissions renders the packet delay nondeterrninistic. 

useof is the Paylc^TVp« code points f or AAI^dicate. <so Many distributed data applications require real-time 

AAL_Jndicate iszerofcraUb4itthelastcellina PDU. A response with bounded delays and therefore this loss of 

nonzero value of AAL_Jndicate identifies the last cell of the determinism in the delivery is unacceptable. A typical 

sequence of cells iwiicating that reassembly should begin. approach to recover from cell loss in delivering a frame of 

This was intended to make the reassembly design ampler data would be to use ARQ (Automatic Repeat Request) 

and make more efficient use of ATM bandwidth. 65 protocols. Here the receiver of the frame will send Acknowl- 

One of the key limitations in ATM networking is cell loss edgernents (ACKs) to the sender on a per frame basis. If the 

under congestion. Initial tests with commercial ATM sender does not receive the proper sequence of ACKs, it will 
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retransmit the unacknowledged frames, possibly using a In accordance with a first aspect of the invention, an 

Go-Back-N algorithm. Since each retransmission is vulner- adaptive FEC protocol is provided for use in an ATM 

able to further cell loss in the switch (or sequence of ATM communication network. This method is performed by 

switches), there is no hard bound on the frame delay. This device-implemented steps in a series of distinct processing 

form of indetexminism in latency will be a severe detriment 5 steps that can be implemented in one or mare processors. 

to applications like real-time control (eg., real time Whether a feasibility condition is met indicating that FEC 

telcrobotics), distributed supercomputing, clustered can compensate fox an expected number of burst errors in a 

computing, to name but a few. FEC encoded payload is determined. FEC is performed on 

A simple example will illustrate mis point. Consider the PDUs within the payload to form a FEC encoded payload 

remote backup of i data center. A typical write can be of size only when the reasibiliry condition is met Subsequently, the 

64 KB or greater. If the ATM line rate (L) is Optical FEC encoded payload along with a corresponding predeter- 

Connection-3 Synchronous Optical Network (OC-3 mined overhead parameter is sent on a virtual circuit from a 

SONET) which can acc ommodate communication rates up source service application point to a destination service 

to 3 times the current 50 megabytes per second limits to rates application point in the ATM communication network. The 

of 150 megabytes per second, and the cell loss rate (P) is predetermined overhead parameter represents a ratio of FEC 

1(T\ then the probability that the transmission has an error, PDUs toother PDUs in the payload needed to correct burst 

assuming uniform cell loss fox purely tractabiliry reasons, is errors in the FEC encoded payload. The payload along with 

shown in (Eq. 1) as: the corresponding predetermined overhead parameter is 

received on the virtual circuit at the destination service 

^ P ^ l ~yZ ^ ^ , ?* l l ™ appHcation print At tfiatp<^ 

v Tt" Tlf^/ burst errors in the FEC encoded payload such that overall 

^^ff^ 1 ^^ U T 1 eXmnpie * P ^° A }^3 rou loss on the ATM c<Hrminnication network is reduced, 

nontrivial probab^ffmeaU toss mcre^esto 10^ ^ ^ prQioC(A ^ stcps m npcaUd te 

ta^rTfn %S°S^ nteletermi^ 

frames only is shown in (Eq. 2) as: chronous transfer mode adaptation (AAL) layer (e.g.,atan 

iHmr/(i-rj» <Bq. 2) 051 nrtwolk 01 trans P ort 

The performance of the FEC preferably is accomplished 
where P 7 is the error in transmission due to cell loss on a 30 an AAL. This AAL layer includes a service specific 
frame basis, and W is the window sire of the sliding convergence sublayer (SSCS), a common part convergence 
window protocol used to determine after how many sublayer (CPCS), and a segmentation and reassembly sub- 
unacknowledged frames a frame is retransmitted. P, is (SAR)* For 00 AAL 5 service class, the FEC is 
shown in (Eq. 3) as: accomplished in the SSCS such that the PDUs which are 

35 manipulated are frames. For an AAL 3/4 service class, the 

Pf=\-{i~Pf (Eq. 3) FEC is accomplished in the SAR such that the PDUs which 

If W=4 frames, the increase in traffic, for P=1(T\ ^ man^u^ are ce^ Jtt wffl be appreciated by those 

R=0.74fc. However, if Mr 9 , R=7.68%. It should be noted skilled in the art that the FEC can be accomplished at various 

that the increase in message delay equals R[FOL+ AAL sublayers such that service data units (SDUs), frames, 

2*Propagation Delay]. So over wide-areas, the retransmis- * ^^^^f niampulated during FEC en«)ding/aecoding 

si on delay even for single retransmission is high. Therefore, of the payload. 

as the probability of cell loss increases, one traffic overhead 111 I******* embodiment, the performance of FEC 
and therefore the total message delay increases nodinearty. includes determining a quantity of FEC PDUs needed for a 
Therefore, a aeed exists for a way to combat the nonde- predetermined number of PDUs in the payload based on a 
tenninism and unreliability introduced by cell loss in ATM, *J predetermined overhead parameter. The quantity of FEC 
Such a need can be fulfilled by the use of error correction roUs 816 based on a block code error correction 
codes. The present invention provides a solution to mis and codin 8 scbemc * generated FEC PDUs are appended to 
other problems, and offers other advantages over the prior me PDUs ^ Ac P*^ 05 * 1 to form FEC encoded payload. 
art ^ The predetermined overhead parameter preferably is derived 
„ ^ 50 from PDU loss information supplied from either the SAR 
SUMMARY OF THE INVENTION sublayer of the AAL or an OSI layer above the network 
The present invention provides an ATM communications layer, 
networking protocol with improved throughput performance This first aspect of the invention also can be implemented 
by means of an adaptive forward error correction system and as adaptive FEC sending and receiving units for use in an 
method. The present invention addresses the problem of cell 55 ATM communication network. The adaptive FEC sending 
loss by providing adaptive forward error correction (FEC) unit includes a feasibility testing mechanism for determining 
and more particularly determination whether a feasibility whether a feasibility condition is met indicating that FEC 
condition is met indicating that FEC can compensate for an can compensate for an expected number of burst errors in a 
expected number of burst errors in a FEC encoded payload FEC encoded payload. A processor is operatrvely coupled to 
In addition, an alternative feasibility condition is proposed fio the feasibility testing mechanism to determine an overhead 
which is based on whether a protocol data unit (PDU) loss parameter representing a ratio of FEC PDUs needed to 
probability between connection service application points correct the expected number of burst errors in the FEC 
for a payload is greater than an effective PDU loss prob- encoded payload to other PDUs in the FEC encoded pay- 
ability for the payload with associated FEC PDUs at a given load. An FEC device is orxratrvery coupled to the feasibility 
load on the communication network. Also, an optimal over- 65 testing mechanism and the processor which performs FEC 
head parameter for use in performing adaptive FEC in a on PDUs within the payload based on the overhead param- 
on network is described. eter to form a FEC encoded payload only when the feasi- 
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bdlity condition is met The adaptive FEC sending unit upon reading of the following detailed description and 
preferably includes a transmitter which sends the FEC review of the associated drawings. 

encoded payload along with the overhead parameter on a 

virtual circuit from a source service application point to a BRIEF DESCRIPTION OF THE DRAWINGS 

destination service application point in the ATM cxmimuni- 5 pio. 1 is prior art block diagram detailing the four 

canto network. . . m B-XSDN7ATM layers along with the sublayer structure of the 

Hie adaptive FEC receiving unit includes a receiver AA ^ fir J J p^—i ul 

which receives a FEC encoded payload along with a corre- ATM ^Adaptation Layer and Physical layer, 
spending overhead parameter on a virtual errant at a des- FIG. 2 is prior art block diagram mapping of the B4SDN 
tin « Hon service application point from a source service 10 layers to the OSI layers. 

application point in the ATM connnmucatkm network. A FIG. 3 is a chart showing cell loss probability of an ATM 
FEC device is operatively coupled to the receiver which switch as a function of load for two different traffic sce- 
performs FEC to correct burst errors in the FEC encoded narios. 

payload based on the corresponding overhead parameter pjQ 4 ^ a block diagram of a preferred embodiment 
such that overall PDU loss on the ATM communication 1$ protocol structure in which adaptive FEC capability Is 
network is reduced. This overhead parameter represents a provided for use in AAL 1/4 In accordance with the present 
ratio of FEC PDUs to PDUs in the FEC encoded payload j^^^ 

needed to correct the expected number of burst errors in the — - — - — ay^f of r a inferred : cmbotaem 

FEC encoded payload. protocol structure in which idaptrve FEC capability is 

In accordance with a second aspect tf tte invenfcoo, an 20 provided for use In AAL 5 in accordance with the present 
alternative adaptive FEC protocol is provided for use in an JnvcatJon 

alternative feasir^y^ndition is determined based on M accordance with the present invention. 
whether a PDU loss probability between connection service FIG. 7 is a flowchart of the preferred embodiment adap- 
application points for a payload is greater than an effective tive FEC protocol in accordance with the present invention. 
PDU loss probability for the payload with associated FEC FIG. 8 is a system block diagram showing adaptive FEC 
PDUs at a given load on the communication network. FEC sending and receiving units, respectively, for use in an ATM 
is performed on PDUs within a payload to form a FEC 30 communication network in accordance with the present 
encoded payload only when the feasibility condition is met invention. 

This second aspect of the invention also can be imple- FIG. 9 is a flowchart of the preferred embodiment method 
mented as adaptive FEC sending and receiving units for use for determining an overhead parameter for adaptive FEC in 
in an ATM communication network. These sending and a communication network which multiplexes connections 
receiving units operate in a manner similar to those 33 between multiple nodes in accordance with the present 
described for the first aspect of the invention except that this invention, 
alternative feasibility condition is used In place of the first 

aspect's feasibility condition. Also the determination of the DETAILED DESCRIPTION OF THE 

overhead parameter is different due to the use cf this PREFERRED EMBODIMENT 

alternative feasibility condition, , 40 m ^ apprt>adies to combat the iinreliability in 

In accordance with a * ^S^SSS^^ network so as to ensure mat 

n^thodfor dcterrnirnug ana^^^^^^yc ^^^^^^ provide detenrdnistic error 
FEC in a^unica^network which ™ £nS torXer irom^^^Mttd cell loss, 

sections between multiple nodes is provided It will be , . . ... , ... 

appreciated by those skilled in the art that such a commu- as lb avoid congestion in the switch and therefore shading 
ntcsuoo network may be a frame relay communication ceil loss, one can over proviaonso ttataB data transfers are 
n^wort. anATM trcLutncation network, or other sunt- executed at the peakbaodwidth specified by the us«. Le,, fce 
K^fi^redcominunicanoo network The communica- user request, the peak data (burst) rate based on the 
bon netwert preferably uses adaptive FEC having an opti- minimum latency, ss the nominal data rate during cconec- 
^ ensure dSSmgidmn ^Ud> use. Mock codes (Le„ so *> switch only altow. °» 
an optimal WoTerasuie ccnection scheme such as a peak bandwidth needs and does not .ever provwon on 
Reed-Solomon coding scheme). This method is performed avaage data rates. This spproach would be employed m the 
by<ievia>impkmc^ste^ casewhea* the user or me application has tos^vmiableor 

Z^^^^^^^ino^ccm^^sson, unpredictable data rates, out where the p«d: burst rate is 
AFDU loss probability between connection service appli- 55 known. For instance, among burst T^-**^^ 
cattwpLtstealpaytoad at a time that the payload is to be interactive data communication, (e£ Efcernet ttafflc) 
s^fa Gained A value fcr a load on the communication exhibit high coefficient of variance (COV) In ttefr instan- 
ce* between connection service applicaticm points for a taneous data rate. Recent observations fa ^remotevisuahza- 

ptyS atTtime thai me payload is^ent is obtained ^SSJ^'SLSm £ 

A rate of change of the obtained PDU loss probability with « unexpectedly high COV (600-26000) whereas typical voice 

resret ^0 Ik obtained load on the communkXn network traffic has a COV cf 18. In such cases where the variance is 

nSrn^ Subsequently, an overhead parameter is not known, it is difficult tospecifytbe average data rate of 

St FEC ; ^parttadar payload to be sent as a the source and therefore predict the resulting utfluanon of 

function of the obtained PDU loss probability, the obtained the link and the occurrence of congestion in the switch, 

load, and the determined rate of change. 65 Fcr cases where peak rate is not known ca the data rate 

These and various other features as well as advantages variance is very high, over provisioning wffl result in low 

which characterize the present invention will be apparent utilization. Furthermore, if bandwidth is not free, this 
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approach is also expensive (the switch bandwidth must be ADAPTABILITY: The channel error statistics and appli- 

equal to the sum of peak data rates of all communications). cation requirements (for delay, throughput and 

The other drawback of the over provisioning approach is reliability) vary over a wide range in a short period of 

that it reduces the multiplexing benefits of ATM when the time; 

burst rate exceeds the line rate. s LOW REDUNDANCY: The number of errors can be very 

Alternatively, one can avoid congestion by controlling or smah Md *** olock size can be very large; 

throttling the offending sources. If the switch employs some LOW LATENCY: Some application need small encoding/ 

form of cell arrival rate measurement such as using a Leaky * CC 0 ^* delay ; 

Bucket scheme, it can be noted when that the cell rate is HIGH THROUGHPUT: Applications need throughput of 

above a certain specified peak rate. A feedback mechanism to 1 gigabit per second; and 

can be used to inform and subsequently throttle the data LOW COMPLEXITY: Inmlementation should be eco- 

source. Leaky Bucket means far cell pacing and flow control Domical. 

cant* used k feedback mcdc to alto^ FEC oodcs ' " mcir nanic suggests, are convolutianal or 

traffic However, the uiiderlyine assumption mat sources can codcs 4 s " 1 to Qxma 01015 in rassage payioad 

S **a£k rS wffi^^k^S 15 wMoy iise^of tet^sioa tt^beimpredatedby those 

y ^ wiuaiiiK u iiw m iiu skilled in the art that either type of error correction coding 

can be used without departing from the scope and spirit of 

„ ff cell loss from congestion cannot be avoided, men cell the present invention. For convolntioaal encoding the input 

loss can be treated as an error in the data transmission and PDUs of the payioad are transformed into con volutional data 

one may use error recovery techniques to recover from these ^ bit streams which can be Uansrmtted over a cornmunication 

errors * network. A r eceiver must estjmatejyj^Jhcjx^^ 

Error recovery is usually handled by the transport proto- PDUs.were based on a decocung scheme such as maximum 

col (TP). TP detects as well as recovers from corrupted, likelihood sequence estimator? (>1LSE) and Vlterbi decod- 

out-of-sequence, and duplicated information. Three tech- ing. Such decodin g scheme can be both processing and 

niques are commonly used for recovery: forward error ^ memor y inten^ ve^and may not bejwell suired'for commu- 

ccarection (FEC), ARQ, and Hybrid schemes. me ntion netwerics operating at m'ph date rate (e.g. OC-3 and 

^ Id FEC, a sufficient Dumber of re dun^"t check bits are beyond). Thus* the following discussion will center on block 

transmitted with the payioad H»t« »Hnm/ fh»Tiwy|vfT tn code error correction coding. 

correct the expected number of errors without retransmit- #\ The simplest form of error correction is the use of parity 

sion. FEC thus far has been most appropriate for networks 30 whereby using two parityj^Kck^bits a single error can*Be 

with a high bandwidth-delay product detected and corrected. An extension of this class of using 

The well-known ARQ uses enough check bits to detect an checks f 5 Hainming code. Hamming codes are a 

error. When an error is detected, ARQ relies on retransmit &s*<*ass °£ | h * ear <^s tr*t require matrix operations for 

sion to reduce erroneous data As expected, ARQ provides encoding and decoding, 

no maximum guarantee on the packet delay. 35 Y^mtc^^^ ***** 

^!^^^Sr^^ Fi^Z^^.co^cons^ systerr^caUy for 
^ a n d ■ corre cfeon, but when too many errors are detected, n,. ni ^ rt ; A1 _r xx~> 1 ' 

beyond AcaTpabOity of the arar ceding code, miles on T?!^!^ 1 ^ ^ 
ARQ. The tade-eff in this jpproach is between reduced ^ le0 ^ of «* »="M(2t-l, q) 
bandwidth and dday. 40 The number of parity check bits is (m+2t-l), for correct- 
In the preferred embodiment of be present invention, Sj&JftS ^ ° f 
FEC is used in a hybrid scheme to reduce or eliminate Minimum distance of the cnde=2t 
retransmissions and improve delay guarantees. The pre- custance or me coae=zt+i 
reared approach is to use forward error correction (FEC) The generator rxrtynomlal g(XHX^Vl)p(X) where 
based on congestion state inferxnation so as to maximize the 43 p(X) is rrreduciblc polynomial of degree m, and whose 
use of the available switch bandwidth. Since FEC can period is q. Although last decoding circuits can be 
correct erasures caused by cell loss Airing congestion, the designed for Fire codes, the error expecting capability 
application can use FEC effectively to avoid retransrnission. w notw good as that of RS. 
By choosing the appropriate level of coding required, based 2 " D «°duct Code «ror correcting schemes use two 
on the congestion expected (since in most local applications, 50 svstanatic ««* correcting codes for the message data 
there will not be a long chain of switches), each data transfer organized as a 2-D array. One code is applied to each row 
can be successfully executed without retransmission. while the other to each column, ft can be shown mat if the 
Because the application can obtain knowledge of the effec- minimum distance o f the codes are d\ and dj, then the 
tive bandwidth it utilizes, it also has much better knowledge maximum number of errors that can be corrected is the floor 
of the packet delay. Furthermore, if the worst case error level 55 of UL^-iyH U burst error correcting codes are used with 
is known, and an adequate amount of error correction is capabilities of correcting burst lengths of t L and t^, 
used, the application can be assured of more reliable trans- respectively, then the burst capability of me product code is 
fers. This approach not only provides better bounds on the maximum of (n^, Ujt.) where n, and n 2 are the dimensions 
latency for all data transfers but also takes advantage of the of * c cncoded 2-D array. 

bandwidth sharing that ATM provides. 60 The conmlexity of me ra^aewtei^m arranging data in 

•j-j. FEC preferably has the following desired SK££KiSS USEE 

' Either software and/or hardware solutions can be employed 

BURST CORRECTION: Errors are in multiples of the depending on the data rate that has to be supported on the 

cell length and are coincident with cell boundaries; ^ network. 

ERASURE CORRECTION: Most errors are because of A special instance of the 2-D code is to use simple EXOR 

congestion mat result in cell erasures; based parities. A sequence of cells are arranged in the 2-D 
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array with EXOR performed on both the rows and columns. number of symbols sent must be n=h4k. For a valid code- 
One redundant cell is generated per row and column. If the word n<2"\ Just like RS, the RSE can correct up to e 
number of columns in the block is n„ then this scheme can erasures and detect d additional earors prenridedthath^d+e. 
recover up to n, consecutive lost cells, since the parity ceil A code word C(x) is constructed to be a polynomial of 
in each row only detects whether a cell is corrupted or lost 5 degree □ which can be divided by a generator polynomial 

A more popular code for handling random errors is the g(x) of de^ee h. Using typical RS construction rules the 

BCH (Base Chaudhad Hocquenghem) code, a cyclic code following equation (Eq. 6) is formed. 

(Le., a class of codes where an end-around bit shifted version , . . ~ 

of a valid codeword is also a codeword). BCH codes are ' "^ m 5> 

attractive because their encoding uses simple linear feeoV 10 . , f*.vj^ rt fnm 

backshift registers (LFSRsX and because it is based on an where, the a>are one of the 2" demente of CTCQ 

elegant algebraic structure (Galois fields). J** ^"^° n 1 " * ° f k nUnte * ** 

Fc* the preferred enmcx^^ 111 W 7): 

are used BCH codes are the progenitors of RS codes, the , w 

most commonly used codes for burst error correction in disk is ^ 

drives, compact disks, and wireless transmissions. Hie spe- This can be represented by a polynomial of degree k, as 

_ cific properties of RS codes are: ^ _ shown jn„(Eq. 8>: _ 

RS codes are non-binary q-ary codes, where q=p"* where 

pisaprime^andmany integer. ifrM^ • - • H> C*H) 

The length of the code in q-ary symbols n=q-l (for BCH 20 If the least significant k symbols of the codeword arc set 

n=q*-l) equal to the k information symbols, then the following (Eq. 

The number of parity check symbols are 2t, for correcting 9) results: 

Minimum distance of the code-2H-l fi will be appreciated by those skilled in the art that the 

The generator polynomial gCXMX^aXXnx 2 ) . ..X-Kx*) informatioo can be put in the most significant k symbols. 

As with all BCH codes, RS codes are easy to encode.Inthe like in RS schemes, without any change in ^ stnrcmre of 

systematic (check bits separate from the information Wis) the codewords. Although the other way simplifies the RSE 
femi, me check tits are me remamte so encoder. The remaining h symbols c„_,, c^ 3 , . . . c* (the 

polynomial modulo g(X). The decoding of the RS code parities of the codeword) are chosen to ensure g(x) divides 

required to locate and correct the errors consists of: calcu- Qx). From (Eq. 6), the following (Eq. 10) results, 

lating the syndromes, related to the error vector of the r , lt0far t 10) 

received word with respect to g(X), and solving 2t (the M ^ * 

number of roots of g(X)) simultaneous equations. Despite ss Therefore, in order to ensure g(x) divides C(x). the 

complexities in computing the error location polynomial and following h equations (Eq. 1 1) must hold true: 
the corrections, RS coders and decoders can be implemented 

efficiently in hardware using LFSRs. o=^ 1 o^o...+<*i u +t-io H4 " ,> . (H* u > 

A subclass of RS codes is the RS Erasure (RSE) code 

which differs from the RS code in that it only corrects 40 o= <w ^>...+ft B »+« H ^''...+*fl« 
erasures. Both RSB and RS coding produce identical 

codewords, so that the encoder circuit is common to both 0o<v^...+<¥» i +4-i^ w, '-.+W w 

aporoaches. However, in erasure coding, the location of the ... . 

c^Tonta is assumed to be taoS. and therefore the _ ™f is a set of h ^^^^jf 1 ° 

iT!f A ocp i« cinrnin- h unknowns. Since these codewords arc the same as for an 
decoder for the RSE is ampler. 43 rs (except for Mamatoon position), any h different equa- 

Because erasure correctton requires only corrections ana ^ i****** 4V * . . " ^ I_ . 

Jlat^S cXSiped in sequence indicate loca- tions are ^i^f^^ * 

Sons of the burst error), me^^eliror correction capa- u^dy s^ved f or the h unknowns (c^, c^ . . C; ) 

^tfanRSEcc^fa**^ ^ "^jf ^tT^^L?!^ l5 

tpuiiy check bits will therefore correct a t-length erasure. » """^ 

Usually, this would reo^ire solving a set of t linear equa- *>ns are represented by a matrix (Eq. 12) shown below, 
tions. 

To reduce the overall cxmrnksury, RSB typically are 



r^KM) a *r* Ml ] <Hq. 12) 



implemented such that the same hardware can be used for [a ^a <ptr* a* n ] 

encoding and decoding. The RSE decoding algorithm is ss f . 
simplified because it only deals with erasures. 

Turning now to a detailed analysis of RSE, a codeword C J*** a* 

which is made up of n m-bit numbers is shown in (Eq. 4): ^ = + 1^ 1 *-* + . . . + 1^°* 

0<<v*» c ~*> • • • > «o) ^ 4) eo Solving simultaneous equations requires more hardware 

This can be represented inamemafccally by a polynomial than the divider employed by atypical RS encoder but, the 

of degree n. with the coefficients (symbols) being dements hardware for solving simultaneous equations is required for 

in the field GF(2T) as shown in (Eq. 5> decoding erasures. Therefore, to reduce the overall imple- 
mentation complexity a separate encoder is not typically 

CQOzc^jr^+c^JT- 2 * . . . -*o (P*5) ^ employed. By using the same hardware for both the encoder 

If k information symbols (tin bits) and h redundant and decoder, an advantage in having an exact notching of 

symbols Qua bits) are to be transmitted, then the total the encoding and decoding speed is provided. 
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If the codeword is transmitted and (up to) h of the symbols 
are lost, it is possible to fill in missing symbols if we know 
their locations. If the unknowns are represented by variables, 
then (up to) h simultaneous equations can be constructed and 
solved, just as when encoding. Thus, the encoding and 
decoding algorithms are identical, except decoding has 
unknowns in different positions. Therefore, provided there 
are fewer than h erasures we can completely reconstruct the 
information symbols. IF fewer than h symbols are lost, the 
remaining redundant symbols are used to detect up to h-e 
additional errors, where e is the number of erasures. 

The operations of RSE decoding schemes may be better 
understood after review of the following example. 
Let h=3, fc=4, n=7 and m=3 and call this a RSE (73). This 



to 



The three unknown symbols can be found by applying 
matrix manipulation techniques to the following matrix. 

(3 10 (044+740)] 
16 20(6+2+7+2)] 

I2 3 0(5+Of7+4)] ffq. 19) 

The unique solution is: w=6, v=7 and u=l. So the rebuilt 
codeword is OK 1,6,7,6,3,7,1), exactly as sent. 

RSE coding has many of the desired characteristics pre- 
viously outlined including: 

BURST CORRECTION 

The RSE has the same burst error characteristics as RS. 
However, because it only tries to correct erasures, it is able 



is a 7 symbol block code, with 3 bits per symbol It can is to correct up to the number of redundant symbols sent (h) 



correct up to 3 missing symbols per block and cany four 
symbols of user information. The information occupies the 
right 4 symbols and the parities the kft'3 symbols. Define 
the field elements using aWi-1 as the basis. Afield element 
(symbol) can be represented using either its binary repre- 
sentation or by the powers of a primitive dement (a). Thus 
the eight elements are (Eq. 13): 



a°=0OIa , =O10B*=rl00B , =OU 
**=liaa s =U la*=101a 7 =O00 



A transmitter transmits information (I), where £=(6.5 ,7,1). 
Let the unknown code symbols c^st, c„_2=s and c t ^c H _ 
*=r. The generator polynomial is defined by g(x)=(x-l)-(x- 
2).(x-3). 

From (Eq. 10): 



C(x)=0 for xrl , *=2 aod 1=3. 
From the (Eq. 11): 

0=*(6 l Hx(5 1 >f«(4 l >f«^^V5^2 , )^'7<lVt.(P , ) 

(Eq. 14) and ((Eq. 15) resolve to: 

0=t(6>+*(5>N:(4>+«.(3>+5^2>7^1>+l-(0) 
0=*(3>^(3>«aHi(SK^4)+7<Z>flXO) 
0=*C4>*(l)Hc(5H4(2>+5<6>f7X3>f 1 ^0) 



The three unknown symbols art found by applying matrix 
manipulation techniques to the following matrix (Eq. 17): 

16 S 4 (2+0+7+1)] 



[3 3 1 (5+2+7+1)] 
[4 I 5(1+4+7+1)] 



The unique solution for these 3 simultaneous equations is: 
tel. s=6 and r=7. So the codeword is C=(1,6,7,6^,7,1)l 

The receiver can correct up to 3 erasures in any of the 7 
symbols. Let there be 3 erasures (represented by T ) such 



which is twice that of the equivalent error correcting RS. In 
me example, it could correct up to 9 bits in error (out of 21 . 
bits sent) tf they occurred in only three words. However, 4 
erasures in 4 different symbols would be uncorrectable, 
without additional information. 
ERASURE CORRECTION 

RSE can correct only erasures and detect errors. If all h 
symbols are used for erasure correction, there are no addi- 
tional symbols to detect any additional symbol errors. It a 
(Bq. 13) 25 wor< * * s received in error, erasure correction multiplies the 
error. Alternatively, applying an inner error detection code to 
the symbols allows errored symbols to be marked as missing 
and corrected. 
ADAPTABILITY 
30 If mis picked sufficiently large, so n<2 OT , men, handncan 
be varied almost arbitrarily, increasing the block size 
requires no extra FEC hardware in the encoder or decoder 
w > (which contrasts with the RS); however, h increases the 
hardware quadratically. 
35 LOW REDUNDANCY 

The small number of errors expected on future fiber 
networks, mates it desirable for the code to operate effi- 
ciently with very low redundancy. The RSE hardware com- 
plexity is independent of the block size (n); so it is well 
^ I5) 40 suited to good channels. 
LOW LATENCY 

For RSE, decoding can begin as soon as k good symbols 
of the block are received. There is no interleaving. By 
keeping n small, the impact of block coding on latency can 
45 be kept down to acceptable levels. 
HIGH THROUGHPUT 

RSE is capable of throughput over 1 gigabit per second in 
1 micron CMOS. 
LOW COMPLEXITY 
50 RSE is implemented using a regular, low complexity 
systolic chip architecture which has only 3 different cells. 
This can be contrasted with RS, which requires a much 
larger number of basic cells. 
(Eq. i7) £3 The traditional use of error recovery using FECs has been 
55 in communications where the round trip delay is high and 
the medium is lossy, as in the case of satellite and wireless 
media. An article by Ernst W. Bier sack. "Performance 
Evaluation of Forward Error Correction in an ATM 
Environment", IEEE Journal On Selected Areas In 



(Bq- 16) 



that C*=(l,6,7i^ii). The receiver can generate three <so Communications, Vol 11, No. 4, May 1993, pp. 631-640, 

explores the use of FECs. assuming RSE codes, for lost 
packet recovery in the context of cell and packet switched 
networks. The focus of this Biersack article is the loss 
behavior of an output buffered ATM cell multiplexer under 
« different traffic scenarios. 

The Biersack article shows through simulation of traffic 
from burst and video sources that the loss behavior of an 



simultaneous equations in three unknowns. If c* 3 =w. c* A =v 
and c*o=u, then: 

0=l.(6)t<.(5>f7^4)i-W.(3)f5.<2)f«(l>+*(0) 
0=l.(3)+<^3>7^1HW(6>f3.(4>4i*(2H*(0) 
0=l.(4>t«Xl)f7^>tW(2>f5-(6)^(3)rtL(0) (Bq. 18) 
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ATM inuitiplexer or a switch dictates the effectiveness of on the switch (which is usually assumed to be uniform 
using FECs. The loss rate differs with respect to the nature across ports). If a single switch with known architecture and 
of the traffic, ic the arrival pattern from the sources, buffer sizes is interposed between end-points such as in a 
whether it consists of lightly or heavily multiplexed video, LAN, then wifli predictable load X we can predict E See far 
burst or mixed video or burst streams. The mnhinlexed 5 example, the fictitious plot in FIG. 3. It should be noted that 
burst sources show higher cell loss rate at low loads (>ir* the traffic nature also governs the cell loss rate. When more 
for 32 on-off burst sources at offered load of 0.5, as opposed than a single switch is involved between end-points, the 
to <10" 5 for 32 video sources at offered load of 0.9). The effective cell loss, while still exhibiting a monotonic 
more bursty the sources, the more the cell loss rate. increase with load, will be the statistical aggregate of cell 
However, the article finds through simulation that FEC is not 10 losses in each switch. Unfortunately, since the load on each 
effective for two homogeneous traffic scenarios, but more switch for the relevant inpui^output port is not uniform, 
effective for the case where multiple video (Discrete Cosine deriving cell loss as a single analytic function of load is 
Transform encoded VBR with 8:1 variation between maxt- neither meaningful nor practical. In such cases, real-time 
mum and minimum data rates) and burst sources are rnul- estimation of end-to-end cell loss has to be undertaken as 
tiplexed through the switch. 13 discussed later. 

The Bteack article did nc* have m^ Second, the effective change of cell loss probability AP 

to a priori determination of the level of redundancy used due to the new payload can be computed if P is known 
ie thewerbeadOT overcod^ analytically as a function of the load. As in the previous case, 

spooding increase in load. The preferred embodiment of the with a single switch of known parameters, this is possible, 
present invention includes intelligently detennining the 20 Otherwise, real-time estimates of the change of P with load 
overhead based on the projected mcreasemloadontheXrM must be relied upon. 

commuiucation nc^ork so tf^ maximization of the use of Before illustrating ho w the forward projection crf^e^ 
the available link bandwidth is accomplished. This means "control overhead is calculated, it should be noteUpat-tfac 
mat an adaptive FEC approach according to the present load projection of the path assumes a d egree ofstationarity, 
invention should be inmlemented. 25 i.e., that wtulethecOTn^ is being 

The key to optimizing the use of FECs to recover from dgtmrnned. the load on the path is close to Jhelfrst measu red 
cell loss is to anticipate the degree «• asses^LxaJue. For extremely bursty traffic, where fee 

with the traffic on the current connection (VCX While over lc^fiuctuates rapidly, only long-term statistical stationanty 
provisioning bandwidth works in general to reduce conges- can be relied upon. Otherwise, a r^ssimistic assumption may 
tion and cell loss, the preferred embodiment approach is to 30 be made on die increase in the load during encoding time, 
maximize me band^vidmaUocated such that me error control The foUowing illustrates how the FEC code overhead is 
overhead is accounted for and the VC always uses the dynamically computed for a simple case where there is a 
maximum possible effective bandwidth so as to avoid reasonable estimate of P and its dependence on the load 
retransmission. In other words, a forward projection of the available. 

total bandwidth required for the payload and the error 35 IxtPbe a function of K^A) wherefj is amonotoni- 
control overhead is calculated so that all errors that occur cally increasing function of X. dP/dX is positive, while 
can be corrected, lb achieve this c^jtinnzation requires two d 2 P/dX 2 is usually negative because of the saturation behav- 
pecesef information: ior of the cell loss at higher loads as shown in FIG. 3, 

The effective cell loss probability P between connection Because of mis fact the modified cell loss for a given load 
end-points at the time the payload is to be sent, and 40 change AX. can be calculated without underestimating the 
The increase in the cell loss AP because of the current increase AP in cell loss. The key assumptions are in esti- 
oavload. mating AX and dP/dA. 

** 4 $ The difficulty in calculating AX is that it depends on the 

level of coding overhead which in turn depends on the new 



(jv Typically cell loss probabilities arc computed for a switch 
' (FIG. 3) assuming some distribution, usually uniform, of 
traffic or through simulation. In the end-to-end cell loss case, 
an examination of the loss behavior between anjnrwt of> 
s witch and an output port of th e same or another switch 
within the ATM network cloud is done. The behavior of the 
cell loss will be similar in most instances, except that it will 
be de pendent on the buffer loadg n the input and the output 
pathipf all switches in the path, and that the loss behavior 
can be characterized as the cumulative loss of all cell losses 
of each input-output port of all switches in the path. 
However, the general form of the loss behavior is expected 
to be similar to the loss characteristic of a single switch, as 
shown in FIG. i This is later verified by an example shown 



cell loss probability. This means that the overhead must be 
ralfM"* from the inequality that the added overhead is 
sufficient to correct the number of errors that is expected to 
occur due to increased cell loss probability caused by the 
error control overhead. Referring to FIG. 3, assume that (XI, 
so PI) and (X2, P2) represent the load and cell loss probability 
without and with the overhead. It is assumed that XI 
represents the estimated load due to the new connection 
without the use of FEC It is also assumed that PI is known. 
Assume that RSE coding is used as the means for FEC 
S3 Without considering complexity of encoding and decoding, 
this choice is preferred because of the high error correction 



later in which the effective cell loss probability is coinputedl,* efficiency of RSE. 
after using adaptive FEC V the block size of the final encoded set of ceUsisnfor 

While it is possible to determine the exact amount of an uncoded set of k information cells (Le., with systematic 
overcoming (i.e., the error control code) recoiired with these 60 coding so that the decoder is simplified), then the overhead 
two pieces of information, it is based on an idealistic is 

satu^ion. A number of factors conspire to render the real h=n _ k ^ X) 

situation less than ideal. For example, consider how P and 

AP are or can be determined. The corresponding maximum burst size that can be 

First the cell loss probability between er^points is 65 corrected, C is also IlFox ensure correction, the m 
known tf the traffic as well as the load on the network is code overhead of h cells is required to correct a burst length 
known, since P is a function of A, die effective offered load of h cells. 
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In this notation, PI corresponds to the cell loss rate 
corresponding to sending an un coded block of size k. Thus, 
an h must be found such that the resulting burst B due to cell 
loss P2 can be corrected by the error correction provided by 
the h FEC cells. In other words. 



(Bq.24) 



BSC 



(Bq.21) 



The following computation is based on calculating an 
expected number of burst errors. A more accurate compu- 
tation is to compute the new effective cell loss due to the use 
of FEC which is described later. Expected number analysis 
is relied on here because it is more tractable. The expected 
number of burst errors due to increased cell loss APis less 
or equal to the number cells mat can be corrected by the earor 
control code. The new loss probability can be approximated 
as: 



The quadratic relation of (Eq. 24) results in two solutions, 
only one of which is viable depending on the values of 



to 



The solution for the fractional overhead a is given by (Eq. 
25). 



15 



(Eq-25) 



-(■ 



dP 



HI 



n = fi + 



P1 + 



dP 



AX 



k 



oXl 



XI 



dP 



X+I>-1 



'(-$-»*')<' 



where, a,a< 1 , represents the fractional bandwidth overhead 
due to the b FEC cells (Le., b=ok). 

This relation is pessimistic since the second derivative of 
P with respect to load is usually negative as indicated earlier 
The number of expected cells lost In burst can be estimated 
for a given cell loss probability, P=P2, and the length of the 
block is n. This is simply: 



» , -(-s-k--H( 



dP 



X+P-l 



* dp * 



<=1 



(;) 



PKi-py^^nPti-iP*) 



(Bq.22) 



where, 

n=a number of protocol data units in an encoded form of 
the payload; and 

P=a protocol data unit loss probability between connec- 
tion service application points at a time that the payload 
is to be sent; and 



40 



«(-$->♦')»■ 



(!) 



50 



="C, (combinatorial n choose i). 

It should be noted that in (Eq. 22) the summation expres- 
sion resolves to nP(l-2P*) after some algebraic manipula- 
tions. Such manipulations are well within the skills of one of 
ordinary skill in the art and therefore are not provided 
herein. 

From (Eq. 21) and (Eq. 22). for RSE encoding we obtain 
(Eq.23). 



where, 

^^communication network load at a time that the payload 
is to be sent; 

P-pro tocol data unit loss probability between connection 
service application points at a time that the payload is 
to be sent; and 



dP 

~3T 



55 =a rate of change of P with respect to k. 

The derivation of (Eq. 25) from (Eq. 24) is as follows so 
mat a solution for a is provided. The quadratic relation of 
(Eq. 24) results in two solutions: 



p</-V)SJL: 



a 

1 + ot 



(Bq.23) 



60 a S 



(Bq-26) 



It should be noted that if RS is used, then the right hand side 
(RHS) of (Eq. 22) is halved. Ifp«l, and n>l (as is normally 
the case), then (l-2ry>=l, n»l. The slope of the cell loss 
probability is dP/dX. When PI and kl are replaced by the 
more general P and K respectively, then (Eq. 23) reduces to: 



(-£.X + *-l)±J(-g. W *-l) - 



65 



ST 
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^Hrt^ga a exists) in (Eq. 25), then FEC would not compensate for the 

I j expected burst errors, but would instead aggravate the loss 

\( i . p_i \ -ap ^ X probability. Therefore, to determine if FEC application is 

(l n-ft \ * v / ^ feasible, an inequality constraint on the rate of cell loss 

T " h " x r 3 & x 5 increase with respect to the current cell loss probability 

~2T" J dk shown in (Eq. 27) must be satisfied. This is termed the 

critical condition or the feasibility condition for FEC The 
Two conditions must be satisfied for any of these solutions feasibility condition is dependent only on the current oper- 
to be feasible. First, the term under the square root must be ating point (F, Jl) and the nature of the cell loss behavior of 
positive. This results in the condition of (Eq. 27). 10 ^ t switch, dP/dA. 

(Eq. 25) and (Eq. 26) together constitute the design 
( & \ ( dP \ (B^* 27 ) conditions fox determining the feasibility and the application 

( x TT~'j +lft2 ^ x "ar + /> j of adaptive FEC for an ATM connection in the preferred 

cinr*. nTzfi then ernb«fiment of the present invention. 

Second, since a*0, then 15 The computation procedure presented in the preferred 

r 28) embodiment above estimates the average burst size in cells, 

I dP \ \ ( dP \ dP and men proposes to add enough FEC erasure cells to correct 

-|-ar x+i '- 1 ) ± ylTr X + /, ~ l ) '^"ZT x *° theestunatedbuxstAnwre^^^ 

is the new cell loss probability. To answer this the probabU- 
Because P. 20 ity that the number of cells dropped due to congestion 

exceeds the number that can be corrected by the code must 
be estimated. Recall that although the FEC code is added to 
be equal or greater than the expected number of cells erased 
. . _ — . in a block, statistically, the cell loss exceeding the correct- 

and X are positive (EQ. 28) yields, ^ ^ Dumber cannot be avoided. The approach in using 

^ ™ adaptive FEC is to reduce the possibility within a block so 

I 1 that the number of cells dropped within a Mock size due to 

( dP , ,\> I (&x+ F -A -4P-£-X a burst can be corrected, through adequate error correction. 

y7T* ; \| \dT ) m an alternative preferred enibodiment of the present 

provided (Eq. 27) holds true, and the left hand side (LHS) of so invention the effective cell loss is calculated when using 
(Eq. 29) is positive. The LHS of (Eq. 29) is positive if. adaptive FEC To do this the probability, mat the 

number cells erased exceeds the number that can be cor- 
/ jj> \ (Bq. 30) reded is calculated Since the maximum burst error that can 

\~dX~ X + F ) <l be corrected is h in the case of erasure encoding. 

Thus, if the inequality of (Eq. 30) is true, the valid solution 35 

is the smaller value of a which is: T i-J it * Jrti-flr 1 ] 



where, 

I * 40 
2 dJ x = tbe/ECcwahetd); 



(| ; 2 45 h=ak; and 

J( *Lx+i»-i) a is defined by (Eq. 25). Since a is not necessarily an 

1 (i -p) \ _i integer; a ceiling function is used to compute the 

" 2 -4£- X J " nearest h such that lrfakTh^l 

A f While the cradition for feasibility of adaptive FEC was 

30 based on calculating the expected number of burst errors that 

When the inequality of (Eq. 30) is not true, the solution to be correct a more accurate condition is th^ 

aia: or effective loss probability be less than flic loss probability 

™ without FEC far the same load. Otherwise, using FEC has no 



55 



advantage. This statistical condition can be written as: 



^- x Where the effective load is X(1-ki), and using (Eq. 33), 

this condition can be simplified to: 



l T X J 2 ~3T X A few trade-offs are indicated by (Eq. 35). If the block size 

65 n is constant: then LHS increases as h increases and there- 
It will be appreciated by those skilled in the art that if the fore a increases. But an increasing h, also *«eases k 
term underthe square root is negative (i.c no solution for thereby increasing the RHS. Also, q increases with h. but 
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(1-q) decreases. So there is nonlinear constraint in increas- compute the correction overhead is, Le., decide on the 
ing the FEC overhead h. relative overhead (e.g.. h FEC cells for a variable number, k 

Since computing h based on (Eq. 35) is cumbersome (i.e., of payload cells in the case of AAL3/4 ) to create the 
requires an iterative solution approach), the approximation FEC-coded block. While the specific nature of comrnunica- 
based on the expected error burst size in (Eq. 25) may be 5 tion with the Network layer (IP) is not detailed, it is assumed 
preferred mat FACE will communicate directly with the AAL layer, 

Returning once again to the description of the preferred such as the FEC-SSCS component that would support the 
embodiment of the present invention, a specification for a coding and decoding of FEC 
new FEC protocol for the ATM environment is provided. The basic steps of the FACE protocol are: 
This FEC protocol is termed forward adaptive correction of to Determine whether under the current operating 
errors (FACE) and it supports an adaptive FEC method to be conditions, and on indication of congestion from CPCS that 
used to optimize bandwidth usage in ATM links. congestion was experienced FEC should be applied, and 

FACE is an adaptive FEC that defines the use of adapting 1 knowledge of cell loss and cell loss rate, FEC would be 
the level of^or correction and errorjcorrection overhead feasible. The condition described in (Eq. 27) should be used 
for optimizing the bandwidth usage of a shared ATM link. \s to test feasibility. This test for feasibility preferably is 
FACE is expected to be used in controlling error control of conducted at connection setup time and during the lifetime 
end-to-end data tr ansfer w here peer processes above the of the connection if the connection was set up without use 
netwoxk level collaborate to recover iromcorigestion related of FEC 

cell loss. FACE dictates the level of error correction required If the condition for feasibility fails, do not apply FEC 
to recover from cell loss while minimi zing retransmission. 20 Return to the previous step where cell loss or congestion is 
In its simplest form, each end usertwfaJhtoS workstation) monitored either in the Upper Layer or through information 
uses a special ATM adapter that provides the adaptive FEC from the AAL. 

option. Bis assumed that the ATM adapter provides FEC IT the feasibility condition passes, then signal to the AAL 
support, possibly, in terms of hardware if the ATM line rates (for example, communicating to the FEC-SSCS component 
so require, at the Service Specific Convergence Layer 25 of the AAL) that FEC should be used with the overhead 
(SSCS) of (he ATM Adaptation Layer (AAL). parameter a defined as in (Eq. 25) . It will be appreciated by 

The current ATM Forum specifications (UNI 3.1) as well ])•' those skilled in the art that the value of a does not depend 
as the forthcoming one (UNI 4.0) do not address error/ on whether the FEC is applied: at the cell level (as possibly 
control at the cell level, either in AAL3/4 or AAL5. Id in AAL3/4), in an interleaved format where Lk 
AAL3/4. a lOjg qrclic re^ndarjLcodMCRC^isjised for 
providing a meanTtor errordetection, but no error correction 
is provided. Brror^pntroli&oru^ S-byte ce ll 

header ustog a bytersized-HEC fteid in ajjjjrgTcgis. 

Recently however, some need has been shownTor using determine the ratio of FEC cells to the number of payload 
FEC at the AAL so that packet transmission al higher layers 33 cells, h can be kept fixed (by using standard hardware that 
will see effectively lower data losses. In the current draft always generates h FEC cells for a variable number k of 
specification under consideration, an FEC-SSCS function is payload cells). Therefore, k=h/ot, and the encoded block of 
defined mat will support the use of FEC for all SAR PDUs. cells is of length n=h(l+l/a). 

The FEC-SSCS is located on top of the Common Part During the life of the connection, FACE monitors the data 
Convergence Sublayer (CPCS) of AAL 5 and AAL 3/4. In 40 loss levels using two possible means. The first means is a 
this specification, it is envisioned that the FEC-SSCS pro- direct congestion information from the AAL level if the AAL 
vide the capabilities to transfer the AAL-SDU from the supports the FEC-SSCS which continually provides infer- 
source AAL- service application point (SAP) to the destina- mation on the level of cell loss by monitoring the number of 
tion AAL-SAP through the ATM communication network. symbols found missing in a sequence. The second means 
When the CPCS-SDU received by the destination CPCS 43 determines the information indirectly at the Transport level 
entity detects the error (both cell loss and bit error), the where each segment is monitored for the fraction of seg- 
FEC-SSCS tries to recover the original data sent from the meets in error using error detection employed at that level 
source CPCS entity using an apriari specified FEC algo- The preferred approach is the indication of cell from the 
rithra. AAL since this would provide a higher granularity of 

While the draft FEC-SSCS specification defines some of 50 Information in a much shorter time, 
the parameters that would be controlled by FACE, the key FACE maintains parameters per connection or ATM VC 
aspect of FACE is in providing the mechanism for adapting (virtual circuit). Thus, although multiple VCs will share the 
the level of error correction. At present it would appear same lint, each VC will be associated with its own set of 
necessary tor FACE to obtain cell loss information from parameters that are maintained by FACE. The AAL layer 
either the ATM SAR (see FIGS. 4 and 5) or the Transport 55 supporting function, such as the FEC-SSCS, uses these 
layer, so that it can determine what loss rate it should expect parameters to code and decode every symbol block a con- 
when application data (in frames or cells) are sent on the nection at a time. 

ATM link. FIGS. 4 and 5 are block diagrams of preferred Since current specifications in FEC-SSCS do not allow 
embodiment protocol structures in which adaptive FEC explicit identification of different connection by distinct 
capability is provided for use in AAL 3/4 and AAL 5, 60 identifiers. It has been assumed that different connections 

respectively. require different FEC-SSCS SDU structure, each with a 

FIG. 6 shows a FEC support protocol model and relative different set of FEC parameters. However, it may be possible 
position of FACE in the OSVATM layer model. As shown in to multiplex different connection data into a single FEC- 
FIG. 6, the protocol is expected to reside above the ATM SSCS connection depend on the upper layer's decision. This 
layer while corornunicating with the ATM AAL. Most likely, 65 implementation of this possibility will be based on whether 
FACE will be co-located with the Transport layer. The each of the connections which are multiplexed suffer very 
primary function of the FACE protocol is to dynamically different losses. If the loss level of the connection are very 



30 data cells use Lh FEC cells for L-way interleaving as 
opposed to k payload cells using h FEC cells, or at the frame 
ru level where the data cells and FEC cells are encapsulated in 
V a service data unit (SDU) (as in the case of AAL5). From ou 
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different then they will be earned by different FEC-SSCS the detennination 1#2 preferably is accomplished above an 
SDUs with distinct FEC parameters. asynchronous transfer mode adaptation (AAL) layer (eg., at 

The FEC parameters, especially the level of overhead and an OSI network or transport layer), 
(he sizes of the symbol are established between the source The performance of the FEC 10S preferably is accom- 
and destination SAPs through some form of signaling, either 5 plished in an AAL. This AAL layer includes a service 
using existing Q.293 1 ATM Forum standard, or some form specific convergence sublayer (SSCSX a common part con- 
of jn-band signal fag as established by the PET support at the vcrgence sublayer (CPCS) , and a segmentation and reas- 
AAL level If the latter is used then, then the parameters to semMy sublayer (SAR). For an AAL 5 service class, the 
set up the FEC parameters will be dictated by a new/ FEC is accomplished in the SSCS such that the PDUs which 
evolving standard. Otherwise, the FEG-based connection to are manipulated are frames. For an AAL 3/4 service class, 
establishment will set the necessary parameters that include the FEC is accomplished in the SAR such that the PDUs 
relative FEC overhead, symbol length, and degree of inter- which are manipulated are cells. It will be appreciated by 
leaving. those skilled in the art that the FEC can be accomplished at 

In brief, mere are three areas of application of FACE various AAL sublayers such that service data units (SDUs), 
protocoL For example, an adapter that provides improved 15 frames, or cells may be manipulated during FEC encoding/ 
cell loss and security would be extremely attractive to users. decoding of me payload. 

Also, routers that have to interface ATM networks such as an In the preferred embodiment the performance of FEC 
ATM interface card, can be configured with FACE to 106 includes oetcrmining a quantity of FEC PDUs needed 
provide an additional lossless guarantee feature. Also, an for a predetermined number of PDUs in the payload based 
ATM switch may elect to be responsible for continuously 20 on a predetermined overhead parameter The quantity of 
monitoring the local and wide-area traffic by VCs, so that it FEC PDUs are generated based on a block code error 
can inform the end-user or a particular VC what the expected correction coding scheme. These generated FEC PDUs are 
cell loss rate and the rate of change of cell loss to expect appended to the PDUs in the payload to form the FEC 
This would result in a more accurate determination espc- encoded payload. The predetermined overhead parameter 
dally for local-area traffic. 25 preferably is derived from PDU loss information supplied 

ft will be appreciated by those skilled in the art that from either the SAR sublayer of the AAL or an OSI layer 
several other data applications that would benefit from above the network layer. 

FACE. Some potential data applications include network ^ This preferred embodiment of the present invention also 
attached storage, as well as local and backbone networks, ^can be implemented as adaptive FEC sending and receiving 
cluster supercc^nouting (the HIFPI market). 30 units for use in an ATM co mmunicatio n network, as shown 

The present invention can be summarized in reference to in FIG. 8. The adaptive FEC sending unit 200 includes a 
FIG. 7 which is a flowchart of the preferred embodiment feaajjj jjjty testing mechanism 202 for deterinining a ffeasi- 
acaptrve FEC protocol for use in an ATM communication rnlfycondiuon based on whether FEC can compensate for 
network. This method is performed by oevice-implemented an expected number of burst errors in a FEC encoded 
steps In a series of distinct processing steps 1I#-U8 that can 35 oavioad. A processor 2*4 is orxranvefy^ coupled to the 
be implemented in one or more processors. A feasibility feaiibffittitesting rnechanism 202 to determine an overhead 
condition is determined 112. based on whether FEC_can |>arameter reCTesenting a ratio^ of FEC PDUs needed to 
compensate tbraTexpeticd number of burst errors in a FEC correct-me^expec^^i^ 

en coded payloa d. The expected number of burst errors can encoded p ayload to orner PDUs in the FEC encoded pay- 
be calculated as described in (Eq. 22). The feasibility 40 load. An FECdevice_2W is operatively coupled to. the 
condition can be calculated as described in (Eq. 27). FEC is feasibility testing mechanism 202 and the rxocessoxJJfl. 
performed 106 on PDUs within the payload to form a FEC wmchjxrforms FEC on PDUsjwithm_the,paylpM.based on 
encojledjM yload only when th e^feasj glity condition is met the overhead paramet er to formal^ encoded payload only 
IC&lleerror correction scheme preferably is earner a when the feasibaity^co ndition-is^ r^ The adaptive FEC 
coDVolutional code error correction scheme or a block code 45 send^uiui 206 preferably in^ 

error correction scheme (eg., a Reed-Soloinon (RS) block sends the FEC encoded r*ayload along with the overhead 
coding scheme or the optimal erasure decoding scheme parameter on a virtual circuit 210 fr om a so urce service 
Reed-Solomon Erasure (RSE)). Subsequently, the FEC flryilmrion point to a destiiiation service apg^tio^pojnt in 
encoded payload along with a corresponding {redetermined the ATM c ommut ation nc t wcc£^12L The various compo- 
overhead parameter is sent 118 on a virtual circuit from a 30 nentrofme sending unit"^l# pref erahry operate in accor- 
source service application paint to a desunation service dance with die steps described above in reference to the 
application point in the AIM communication network. preferred embodiment adaptive FEC protocol (e.g^ a is 
When the feasibility condition is not met 104, only the calculated with (Eq. 25)). 
payload is sent 112 on the virtual drcuit Tliepredeternni^ The adapti ve FEC mceiyingjmjLZ^ 
overhead parameter represents a ratio of FEC PDUs to 35 IMjvhghjttyc^J^jmm^ pa yload along with a 
PDUs in the payload needed to correct burst errors in the corresponding overhead p arameter o n a vjrtua2cmujtJ10 at 
FEC encoded payload. This overhead parameter may be a destinatiopserri point from asourccscrviee 

calculated as described in (Eq. 25). The payload along with applicationjpomtjnj^ 212. 
the corresponding predetermined overhead parameter is A FEC device 218 is operatively coupled to the receiver 216 
received 114 on the virtual circuit at the destination service 60 which performs FEC to correct burst errors in the FEC 
application point (for the feasibility condition being met). At encoded payload based on the corresponding overhead 
thai pomt,rTC is performed U6tocorxect burst errors in the paiameter such that overall PDU loss on the ATM wnnmu- 
FEC encoded payload such mat overall PDU loss on the ideation network 212 Is red u ced, This overhead parameter 
ATM communication network is reduced. represents a ratio of FEC PDUs needed to correct the 

In mis protocol these steps preferably are repeated lit 65 expected number of burst erronm the FEC encoded payload 
for each payload to be sent on a virtual circuit 6ot to other PDUs in the FEC encoded payload. The various 

application point in the ATM cofrmiunication network. Also, cojnponents of the receiving unit 214 preferably operate in 
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accordance with the steps described above in reference to 
the preferred fmhnrfiiwnt adaptive FEC protocol. 

An alternative adaptive FEC protocol is provided for use 
in an ATM communication network. This alternative proto- 
col also can be described in reference to FIG. 7. This method 
is performed by device-implemented steps in a series of 
distinct processing steps 104-118 that can be implemented 
in one or more processors An alternative feasibility condi- 
tion is determined 102 based on whether a PDU loss 
probability between connection service application points 
for a payload is greater than an effective PDU loss prob- 
ability for the payload with associated FEC PDUs at a given 
load on the commiinication network- FEC is performed 196 
on PDUs within a payload to form a FEC encoded payload 
only when the feasibility condition is met 104. 

This alternative preferred embodiment of the present- 15 
v invention also can be implemented as adaptive FEC sending 
and receiWDg-units~for_use_in a n ATM communication 
network. These sending and receiving units operate is a 
manna similar to those described in reference to FIO. 8 for 
the pr e fe rred embodiment, except that this alternative tea- 20 
ability condition Is used in place of the preferred embodi- 
ment's feasibility condition. Also the determination of the 
overhead parameter is different due to the use of this^ 
alternative feasibility condition. 

Shown in FIO. 9 is a method for determining an overhead 
parameter for adaptive FEC in a communication network 
which multiplexes connections, between multiple nodes is 
provided. It wffi^De appreciated by those skilled in the art 
mat such a communication network may be a frame relay 
communication network, an ATM communication network, 
or other similarly configured communication network. The 
communication network preferably uses adaptive FEC hav- 
ing an optimal erasure decoding scheme which uses block 
codes (Le.. an optimal block erasure correction scheme such 
as a Reed-Solomon decoding scheme). This method is 
performed by device-implemented steps 3©*-310 in a scries $ 5 
of distinct processing steps that can be implemented in one 
or more processors. A PDU loss probability between con- 
nection service application points for a payload at a time mat 
the payload is to be sent is obtained 3*2, A value for a load 
on the communication network between connection service 40 
application points for a payload at a time that die payload is 
to be sent is obtained 3*4. A rate of change of the obtained 
PDU loss probability with respect to the obtained load on the 
communication network is determined 386. Subsequently, 
an overhead parameter is derived 398 for FEC of a particular 
payload to be sent as a function of the obtained PDU loss 
probability, the obtained load, and the determined rate of 
change. The forward error correction scheme preferably is 
an optimal erasure coding scheme such as Reed-Solomon 
block decoding. The overhead parameter may be derived, 1 30 
from (Bq. 25). 

Although the invention has been described and illustrated 
with a certain degree of particularity, it is understood that die 
present disclosure of embodiments has been made by way of 
example only and that numerous changes in the arrangement 55 
and combination of parts as well as steps may be resorted to 
by those skilled in the art without departing from the spirit 
and scope of the invention as claimed. For example, feasi- 
bility condition and overhead parameter (a) could be 
derived from a metric which includes function that is only 60 
related to those shown in the equations rather than explicitly 
the metrics defined herein without departing from the spirit 
and scope of the invention as claimed. 

What is claimed is: 

1. An adaptive forward error correction protocol for use in 65 
an asynchronous transfer mode communication network, 
comprising the steps of: 



(a) determining whether a feasibility condition is met 
based on indicating that forward error correction can 
compensate for an expected number of burst errors in 
a forward error correction encoded payload, 

(b) performing forward error correction coding on proto- 
col data units within a payload to form the forward 
error correction encoded payload only when the feasi- 
bility condition is met 

2. The method of claim 1 wherein the determining step is 
accomplished above an asynchronous transfer mode adap- 
tation layer. 

3. The method of claim 1 wherein the protocol data units 
are selected from the group consisting of service data units, 
cells, and frames. 

4. Hie method of claim 1 wherein the expected number of 
burst errors for a forward error correction encoded payload 
is derived from a metric comprising a related function (B) 
defined as follows: 



= r 1 



OK 



where, 

n=a number of protocol data units in an encoded form of 

the payload; and 
P=a protocol data unit loss probability between connec- 
tion service application points at a time that the payload 
is to be sent 

5. The method of claim 1 further comprising the step of 
initiating the determining and perforating steps for each 
payload to be sent on a virtual circuit from a service 
application point in the asynchronous transfer mode com- 
munication network. 

6. The method of claim 5 further comprising the step of 
sending the forward error correction encoded payload along 
with a corresponding predetermined overhead parameter on 
a virtual circuit from a source service application point to a 
destination service application point in the asynchronous 
transfer mode communication network, die redetermined 
overhead parameter representing a ratio of forward error 
correction protocol data units needed to correct the expected 
number of burst errors in the forward error correction 
encoded payload to other protocol data units in the forward 
error correction encoded payload. 

7. The method of claim 6 further comprising the step of 
receiving the forward error correction encoded payload 
along with the corresponding predetermined overhead 
parameter on the virtual circuit at the destination service 
application point in the asynchronous transfer mode com- 
munication network, performing forward error correction to 
correct burst errors in me forward error correction encoded 
payload such mat overall protocol data unit loss on the 
asynchronous transfer mode communication network is 
reduced. 

8. The method of claim 1 wherein the performing step is 
accomplished in an asynchronous transfer mode adaptation 
layer, die asynchronous transfer mode adaptation layer hav- 
ing a service specific convergence sublayer, a common part 
convergence sublayer, and a segmentation and reassembly 
sublayer. 

9. The method of claim 8 wherein the pcrfonning step is 
accomplished in the service specific convergence sublayer 
such mat the protocol data units comprise frames for an 
asynchronous transfer mode adaptation layer 5 service class. 

10. The method of claim 8 wherein th e performing step is 
accomplished in the segmentation and reassembly sublayer 
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such that the protocol data units comprise cells for an 
asynchronous transfer mode adaptation layer 3/4 service 
class. 

11. The method of claim 1 wherein the performing step 
comprises using an error correction scheme selected from 
the group consisting of a convalutional code error correction 
scheme and a block code error correction scheme. 

12. The method of claim 11 wherein the block code error 
correction scheme is a Reed-Solomon (RS) coding scheme. 

13. The method of claim 5 wherein the feasibility condi- 
tion is derived from an inequality comprising related func- 
tions defined as follows: 



10 



where. 

k=a communic ation network load at a time that the 

payload is to be sent; 
P=protccol data unit loss probability between connection 

service application points at a time that the payload is 

to be sent, and 
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where, 

X^ommunication network load at a time that the payload 

is to be sent; - • 

p^pxotocol data unit loss probability between connection 

service application points at a time that the payload is 

to be sent; and 



dP 



=a rate of change of P with respect to X. 

14 The method of claim 11 wherein the performing step 
comprises determining a quantity of forward error correction 
protocol data units needed for a predetermined number of 
protocol data units in the payload based on a predetermined 
overhead parameter, generating the quantity of forward error 
conrection protocol data units based on the block code error 
correction coding scheme, appending me generated forward 
error correction protocol data units to the la-ctocol data units 
in the payload to form the forward error correction encoded 
payload. 

15. The method of claim 14 wherein the predetermined 
overhead parameter is derived from protocol data writ loss 
information from a layer selected from the group consisting 
of a segmentation and reassembly sublayer of an asynchro- 
nous t ransfe r mode adaptation layer and an Open Systems 
Interconnection (061) layer above the network layer. 

1& The method of claim 14 wherein the predetermined 
errors in a forward error correction encoded payload; and 
overhead parameter Is derived from a metric comprising a 
related function (a) defined as follows: 
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=a rate of change of P with respect to A. 

17. An adaptive forward error correction protocol for use 

in an asynchronous transfer mode communication network, 

comprising the steps of: 
30 (a) determining whether a feasimTily condition is met based 
on indicating that forward error correction can compen- 
sate for an expected number of burst errors in a forward 
error correction encoded payload; 

(b) performing forward error correction on protocol data 
units within the payload to form a forward error correc- 
tion encoded payload only when the feasibility condition 
is met; 

(c) sending the forward error correction encoded payload 
along with a corresponding predetermined overhead 
parameter on a virtual circuit from a source service 
application point to a destination service application point 
in the asynchronous transfer mode communication 
network, the predetermined overhead parameter repre- 
senting a ratio of forward error correction protocol data 
units needed to correct the expected number of burst 
errors in the forward error correction encoded payload to 
other protocol data units in the forward error correction 
encoded payload; and 

(d) receiving the forward error correction encoded payload 
along with the corresponding predetermined overhead 
parameter on the virtual circuit at the destination service 
application point in the asynchronous transfer mode com- 
munication network, performing forward error correction 
to correct burst errors ia the forward error correction 
encoded payload such that overall protocol data unit loss 
on the asynchronous transfer mode communication net- 
work is reduced. 

IB. The method of daim 17 further comprising the step of 
initiatin g the determining and performing steps for each 
60 payload to be sent on a virtual circuit from a service 
application point in the asynchronous transfer mode com- 
munication network. 

19. The method of claim 17 wherein the determining step 
is accomplished above an asynchronous transfer mode adap- 
63 tation layer. 

2t. The method of claim 17 wherein the performing step 
is accomplished in an asynchronous transfer mode adapta- 
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tion layer, the asynchronous transfer mode adaptation layer 
having a service specific convergence sublayer, a common 
part convergence sublayer, and a segmentation and reassem- 
bly sublayer, the forward error correction being accom- 
plished in the service specific convergence sublayer such 
that the protocol data units comprise frames for an asyn- 
chronous transfer mode adaptation layer 5 service class. 

21. The method of claim 17 wherein the performing step 
is accomplished in an asynchronous transfer mode adapta- 
tion layer, the asynchronous transfer mode adaptation layer 
having a service specific convergence sublayer, a common 
part convergence sublayer, and a segmentation and reassem- 
bly sublayer, the forward error correction being accom- 
plished in the segmentation and reassembly sublayer such 
mat the protocol data units comprise cells for an asynchro- 
nous transfer mode adaptation layer 3/4 service class. 

22. The method of claim 17 wherein the expected number 
of burst errors for a forward error correction encoded 
payload is derived from a metric comprising a related 
function (B) defined as follows: 
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where, 

k=a communication network load at a time that the 

payload is to be sent; 
P-pr otocol data unit loss probability between connection 

service application points at a time that the payload Is 

to be sent; and 



20 



1=1 



where, 

n=a number of protocol data units in an encoded form of 
the payload; and 

P=a protocol data unit loss probability between connec- 
tion service application points at a rime that the payload 
is to be sent 

23. The method of claim 17 wherein the performing step 
comprises determining a quantity of optimal block erasure 
correction protocol data units needed for a predetermined 
number of protocol data units in the payload based on the 
corresponding predetermined overhead parameter, generat- 
ing the quantity of forward error correction protocol data 
units based on an optimal block erasure correction scheme, 
appending the generated forward error correction protocol 
data units to the protocol data units in the payload to form 
the forward error correction encoded payload, the corre- 
sponding predetermined overhead parameter being derived 
from a metric comprising a related function (a) defined as 
follows: 



=a rate of change of P with respect to k. 

24. The method of claim 17 wherein the feasibility 
condition is based on an optimal block erasure correction 
scheme, the feasibility condition being derived from an 
inequality comprising related functions defined as follows: 
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where, 

h=a communication network load at a time that the 

payload is to be sent; 
P=protocol data unit loss probability between connection 

service application points at a time that the payload is 

to be sent; and 
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=a rate of change of P with respect to k. 

25. The method of claim 24 wherein the optimal block 
erasure correction scheme comprises a Reed-Solomon 
decoding scheme. 

26. An adaptive forward error correction sending unit for 
use in an asynchronous transfer mode communication 
network, comprising: 

(a) feasibility means for determining whether a feasibility 
condition is met indicating that forward error correction 
can compensate for an expected number of burst errors in 
a forward error correction encoded payload; 

(b) determining means, operativety coupled to the feasibility 
means, for determining aa overhead parameter represent- 
ing a ratio of forward error correction protocol data units 
to protocol data units in the forward error correction 
encoded payload needed to correct the expected number 
of burst errors in the forward error correction encoded 
payload; and 

(c) forward error correction means, operatively coupled to 
the feasibility means and the determining means, for 
performing forward error correction coding on protocol 
data units within the payload based on the overhead 
parameter to form a forward error correction encoded 
payload only when the feasibility condition is met. 

27. The adaptive forward error correction sending unit of 
claim 26 further comprising transmission means, operatively 
coupled to the determining means and the forward error 
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collection mf*n g . fox sending the forward error correction 
encoded pay load along with the overhead parameter on a 
virtual circuit from a source service application point to a 
destination service application point in the asynchronous 
transfer mode cornmunication network. 

28^ The adaptive forward error correction sending unit of 
daim 26 wherein the forward error correction means com- 
prises means for determining a quantity of optimal Nock 
erasure correction protocol data units needed for a prede- 
termined number of protocol data units in the payioad based 
on the overhead parameter, generating the quantity of for- 
ward error correction protocol data units based on the 
optimal block erasure correction scheme, and appending the 
generated forward error correction protocol data units to the 
protocol data unite in Che payioad to form the forward error 
correction encoded payioad the predetermined overhead 
parameter being derived from a metric comprising a related 
function (a) defined as follows: 
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where, 

fe=a communication network load at a time that the 

payioad is to be sent; 
P=protocol data unit loss probability between connection 

service application points at a time that the payioad is 

to be sent; and 



dP 



<J 30 



at a time that the 



where, 

k=a communication network load 

payioad is to be sent; 
P=protocol data unit loss probability between connection 

service application points at a time that the payioad is x 

to be sent; and 



dP 
~3T 



=a rate of change of P with respect to X. 

29. The adaptive forward error correction sending unit of 
daim 26 wherein determining means derives the overhead 
parameter from protocol data unit loss information from a 
layer selected from the group consisting of a segmentation 
and reassembly sublayer of an asynchronous transfer mode 
adaptation layer and an Open Systems Interconnection (OSI) 
layer above the network layer. 

30. The adaptive forward error correction sending unit of 



rate of change of P with respect to X. 

31. The adaptive forward error correction sending unit of 
urn 31 wherein the optimal, block erasure correction 

scheme comprises a Reed-Solomon decoding scheme. 

32. The adaptive forward error correction sending unit of 
20 claim 26 wherein the forward error correction means oper- 
ates in an asynchronous transfer mode adaptation layer, the 
asynchronous transfer mode adaptation layer having a ser- 
vice specific convergence sublayer, a common part conver- 
gence sublayer, and a segmentation and reassembly sub- 
layer. 

25 33. The adaptive forward error correction sending unit of 
c laim 32 wherein the forward error correction means oper- 
ates in the service specific convergence sublayer such that 
the protocol data units comprise frames for an asynchronous 
transfer mode adaptation layer 5 service class. 

34. The adaptive forward error correction sending unit of 
claim 32 wherein the forward error correction means oper- 
ates in the segmentation and reassembly sublayer such mat 
the protocol data units comprise cells for an asynchronous 
transfer mode adaptation layer 3/4 service class. 

35. An adaptive forward error correction receiving unit for 
use in an asynchronous transfer mode commu nication 
network, comprising! 

(a) receiving means for receiving a forward error correction 
encoded payioad along with a corresponding overhead 
parameter on a virtual circuit at a destination service 
application point from a source service application point 
in the asynchronous transfer mode communication net- 
work; 

(b) forward error correction means, operatively coupled to 
the receiving means, for performing forward error cor- 
rection to correct burst errors in the forward error correc- 
tion encoded payioad based on the corresponding over- 
head parameter such that overall protocol data unit loss on 
the asynchronous transfer mode communication network 
is reduced, the overhead parameter representing a ratio of 
forward error correction protocol data units needed to 
correct the expected number of burst errors in the forward 
error correction encoded payioad to other protocol data 
units in the forward error correction encoded payioad. 

36. The adaptive forward error correction receiving unit 
of claim 35 wherein the forward error correction means 
operates in an asynchronous transfer mode adaptation layer, 
the asynchronous transfer mode adaptation layer having a 
service specific convergence sublayer, a common part con- 
vergence sublayer, and a segmentation and reassembly sub- 
layer. 

37. The adaptive forward error correction receiving unit 
of claim 35 wherein the forward error correction means 
operates in the service specific convergence sublayer such 
that the protocol data units comprise frames for an asyn- 
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daim 26 wherein the feasibility condition is based on an 

optimal block erasure correction scheme, the feasibility 65 chronoas transfer mode adaptation layer 5 service class, 

condition being derived from an inequality comprising 38. The adaptive forward error correction receiving unit 

related functions defined as follows: of daim 35 wherein the forward error correction means 
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operates in the segmentation and reassembly sublayer such 
that the protocol data units comprise ceils for an asynchro- 
nous transfer mode adaptation layer 3/4 service class. 

39. An adaptive forward error correction protocol for use 
in an asynchronous transfer mode communication network, 
comprising the steps of: 

(a) determining whether a feasibility condition is met indi- 
cating that a protocol data unit loss probability between 
connection service application points for a payload is 
greater than an effective protocol data unit loss probability 
for the payload with associated forward error correction 
protocol data units at a given load on the communication 
network; and 

(b) performing forward error correction coding on protocol 
data units within a payload to form a forward error 
correction encoded payload only when the feasibility 
condition is met. 

40. An adaptive forward error correction sending unit for 
use in an asynchronous transfer mode communication 
network; comprising: 

(a) feasibility means far determining whether a feasibility 
condition is met indicating mat a protocol data unit loss 
probability between connection service application points 
for a payload is greater than an effective protocol data unit 
loss probability for the payload with associated forward 
error correction protocol data units at a given load on the 
communication network; 

(b) determining means, operatively coupled to the feasibility 
means, far determining an overhead parameter represent- 
ing a ratio of forward error correction protocol data units 
to other protocol data units in a forward error correction 
encoded payload needed to correct burst e rrors ; and 

(c) forward error correction means, operatively coupled to 
the feasibility means and the determining means, for 
performing forward error correction coding on protocol 
data units within the payload based on the overhead 
parameter to form a forward error correction encoded 
payload only when the feasibility condition is met 

41. The adaptive forward error correction sending unit of 
claim 40 further comprising transmission means, operatively 
coupled to the detennining means and the forward error 
correction means, for sending the forward error correction 
encoded payload along with the overhead pgiywfrT on a 
virtual circuit from a source service application point to a 
destination service application point in the asynchronous 
transfer mode communication network. 

42. An adaptive forward error correction receiving unit for 
use in an asynchronous transfer mode communication 
network, comprising: 

(a) receiving means for receiving a forward error correction 
encoded payload along with a corresponding overhead 
parameter on the virtual circuit at a destination service 
application point from a source service application point 
in the asynchronous transfer mode communication net- 
work; 

(b) forward error correction means, operatively coupled to 
the receiving means, for performing forward error cor- 
rection to correct burst errors in the payload based on the 
corresponding overhead parameter such that overall pro- 
tocol data unit loss on the asynchronous transfer mode 
communication network is reduced, the overhead param- 
eter representing a ratio of forward error correction pro- 
tocol data units to other protocol data units in the forward 
error correction encoded payload needed to correct burst 
errors. 

43. A device- implemented method for determining an 
overhead parameter for adaptive forward error correction in 
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a communication network which multiplexes connections 
between multiple nodes, comprising the steps of: 

(a) obtaining a protocol data unit loss probability between 
connection service application points fur a payload at a 
time that the payload is to be sent; 

(b) obtaining a load on die communication network between 
connection service application points far a payload at a 
time that the payload is to be sent; 

(c) determining a rate of change of the obtained protocol 
data unit loss probability with respect to the obtained load 
on the communication network; and 

(d) deriving an overhead parameter far forward error cor- 
rection of a particular payload to be sent as a function of 
the obtained protocol data unit loss probability, the 
obtained load, and the determined rate of change. 

44. The method of claim 43 wherein the communication 
network is selected from the group consisting of a frame 
relay communication network and an asynchronous transfer 
mode communication network. 

45. Hie method of claim 43 wherein the communication 
network uses adaptive forward error correction having an 
optimal block erasure correction scheme such that deriving 
step derives the overhead parameter from a metric at least 
comprising a related function (a) defined as follows: 
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where, 

X^commnnifarion network load at a time that the payload 
is to be sent; 

^protocol data unit loss probability between connection 
service application points at a time that the payload is 
to be sent; and 
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=a rate of change of P with respect to X. 

46. The method of claim 45 wherein the optimal block 
erasure correction scheme comprises a Reed-Solomon 
decoding scheme. 
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